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ABSTRACT

The government is pursuing a policy to remove plug-ins for public and private websites to create a convenient Internet
environment for users. In general, financial institution websites that provide financial services, such as banks and credit card
companies, operate fraud detection system(FDS) to enhance the stability of electronic financial transactions. At this time, the
installation software is used to collect and analyze the user’s information. Therefore, there is a need for an alternative
technology and policy that can collect user’s information without installing software according to the no-plug-in policy. This
paper introduces the device fingerprinting that can be used in the standard web environment and suggests a guideline to
select from various techniques. We also propose a user authentication model using device fingerprints based on machine
learning. In addition, we actually collected device fingerprints from Chrome and Explorer users to create a machine learning
algorithm based Multi-class authentication model. As a result, the Chrome-based Authentication model showed about
85%~89% perfotmance, the Explorer-based Authentication model showed about 93%~97% performance.
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Table 1. Comparison of Pros and Cons of
User Device Information Collection Methods.
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Table 2. Device Fingerprint Based on Web
Standard

Device Collected
Fingerprint Information
P IP address

Platform, List of Fonts, List
of Plugins, Cookie Enabled,
Do Not Track, Flash Enable

ii:iif;lgt d, Timezone, Memory, Screen
Resolution, Use of Local Stor
age, Use of Adblock, WebGL
Vendor, WebGL Renderer

HTTP Accept, Accept-Encoding, Acc

Request ept-Language, User Agent

Header P ’

Canvas Hash of Rendering Image

WebGL Hash of Rendering 3D Image

AudioContext | Hash of Audio Signal

WebRTC Local IP, Public IP

CSS3 Attribute Value

CS33 (Property, Selector, Filter)

Font Metrics Dimension of Glyph Rendering

CryptoFP Time-Based Fingerprinting
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3.2 JavaScript Attributes
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3.3 HTTP Request Header
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Table 3. JavaScript Attributes

JavaScript .
Attribute Detail
Platform Operating System of Current
Browser
Timezone System time
(UTC Offset)
Device
Screen .
Resolution Screen Resolution
(Height, Width, Color Depth)
Cookie Whether cookies are used or n
Enabled ot.
DoNotTrack Whether Tracking Prevention
is used or not.
Flash .
Enabled Whether Flash is used or not.
List of List of System Fonts
Fonts
List .Of List of System Plugins
Plugins
Use of Whether Local Storage is used
Local
or not.
Storage
Use of Whether Advertising Block Ex
Adblock tension is used or not.
Memory Device Memory (RAM)
WebGL Name of Graphic driver vendor
Vendor
WebGL Name of Graphic driver renderer
Renderer
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3.4 HTML5 Canvas Fingerprinting
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3.5 HTML5 WebGL Fingerprinting
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3.7 HTML5 WebRTC Fingerprinting
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3.9 CSS Attribute Fingerprinting
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Table 4. Entropy of Device Fingerprinting
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Chrome(CH),  Firefox(FF),  Safari(SF),
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»~ PAZAEL] F34S 2AEITH24.25).
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Table 5. Browser compatibility of Device
Fingerprinting

DF Entropy DF Entropy
HTTP J8_
Request 6 - Screen 4.5 -
Header 13 Resolutio | 5.5
n
HTTP_ 0.5 - éigkie 0-
Accept 1.5 Enabled 0.5
HTTP_ 0- I8 0.5 -
Encoding | 2.0 DoNot 1,
' Track
HTTP_ 2.5 - I5_ 0.5 -
L 6.0 Flash 1
angugae ' Enabled
HTTP_ 7 - ilsgt of 4.5 -
UserAgent 10 14
Fonts
7.5 - J.S‘ 5.5 -
Canvas List of
19 . 15.5
Plugins
JS_
8.5 - Use of 0-
WebGL 9 Local 0.5
Storage
5 - JS_ B
AudioContext 55 Use of 1
' Adblock
. 4.5 - JS_ 2 -
FontMetrics 3 Memory 95
JS
JS_ 1- - 2 -
Platform 2.5 WebGL - 5
Vendor
JS_ B
IS 0- WebGL | 2
Timezone 7.5 6
Renderer
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. o Browser
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Fig. 3. User Authentication Model Based on Device Fingerprinting Using Machine Learning
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Table 7. Collected Device Fingerprinting from

User
. Devn.:e. Value
Fingerprinting
Time 2019-11-04 14:32
Host 1P 203.253.XX. XXX
Language en-US, en, ko
Platform Win32
Cookies .
Fnabled Unspecified
DoNotTrack TRUE
List of Chrome PDF Plugin,
Fls to Chrome PDF Viewer,
onts Native Client
List of Arial, Arial Black, Arial
Plugins Narraow, Bahnschrift, ---
Mozilla/5.0 (Windows NT 1
0.0 Win64: x64) AppleWeb
User Agent Kit/537.36 (KHTML like Ge
cko) Chrome/78.0.3904.87 S
afari/537.36
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Canvas
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(Hash)
WebGL
Vendor Google Inc.
ANGLE (NVIDIA GeForce
WebGL GTX 1050 Direct3D11 vs_5_
Renderer
0 ps_5_0)
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Table 9. Evaluation Result of Multi-class User Authentication Model
Model Chrome Internet Explorer
Accurac FPR FNR Accurac FPR FNR
y (Average) (Average) Y (Average) (Average)
Support
Vector 0.857 0.004 0.143 0.939 0.002 0.061
Machine
K-Nearest 0.857 0.004 0.143 0.939 0.002 0.061
Neighbor
Decision 0.886 0.003 0.114 0.939 0.002 0.061
Tree
Random 0.886 0.003 0.114 0.970 0.001 0.031
Forest
Multi-layer 0.857 0.003 0.114 0.970 0.001 0.030
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